AKIIMMOHEPHOE OBIIECTBO
HAIITMOHAJIbHBIY BAHK CBEPEXKEHU U

BA3OBbIE MPABUAA
UHPOPMALLMOHHOMU BE3ONACHOCTHU

UWHPOPMALUUOHHASA BE3SONMACHOCTb
B AUMHOU XU3HU

. ABQ haKTOPA — AyHLLE, HEM OAMH. ACKE CAMBIM HOAEXKHbIN
NAPOAbL — 3TO BCErO AMLLb OAMH CDAKTOP. Besae, rae 310 BOIMOXHO
MCMNOAB3YMTE  ABYXCDAKTOPHYIO AyTeHTMdoukaumio. OBbMHO OHA
BKAKOYOET AOTUH, NAPOAb M CNELMAABHBIM KOA, MPUXOAALLIMK MO SMS.
. XOpPOLUMKM NAROAb — NAPOABHAOA dOPa3q, KOTOPAS COCTOMT M3
HECKOAbKMX CAOB. CHABbHBIE MAPOAbHbIE CPPA3LI BKAKOYHAIOT B Ceb1
3ArAQBHbIE W CTPOYHbIE BYKBbI, LMADPLI, 3HOKM NPENMUHAHUA U APpYIHUe
CUMBOAbI.

. MCnoAb3yHTE HECKOABKO LMAOPOBLIX AMMHOCTEM. Ay4LLe BCETO,
€CAM ACHHBIE C PA3HbLIX AKKAYHTOB (COLMOABHOS CETb, OHAQMH-OAHK,
CepBeEPSLI, YAGAEHHbIM PABOYMIM CTOA U NP.) BYAYT PA3HBIMM.

. MNoMHUTE, BALLIA DAEKTPOHHASA MOYTA — KAKOY KO BCEMY. ITO
BAILL NACMOPT B LMAOPOBOM MUPE.

. BCE&, 4TO Bbl BLIAOXKMAM B MIHTEPHET — OCTAHETCA TAM HOBCETAQ.
2Ta MHGoopMALMA HE yadaseTca. TToO3TOMY NOAYMAMTE, NPexae
4EM BbIAOXKMTb HOBOE DOTO MAM ARYIME CBEAEHMUS O cebe.

. YAOBHO mAM Be3onacHo. Hamamte ara cebs BAAQHC mexay
STUMM MOAIOCUMM.

. ECAM Bbl MOAb3yEeTECH CEPBUCOM BECNAATHO — TO (TOBAPOMY
CTQHOBMUTECH Bbl M BALLUM AQHHbIE. DTO rOpbKAs MNPABACQ, O KOTOPOM
HY>KHO NMOMHUTL BCeraal

. «3TO HE MPO MEHM — C BTOM MBICAU HAYUHAKOTCA NMPOBAEMBI,
Bbl HEe MHTEpPEeCHbl MOLLUEHHWKOM TOABKO B TOM CAY4HOE, €CAMU
B3AOMATb BAC CPUHAHCOBO HEBLIFOAHO.

UHPOPMALIUOHHASA BE3ONMACHOCTb
HA PABOTE

COUMNAABHAA UHXXEHEPUSA

. 3AnOMHUTE, HTO NPECTYMHUKM B MEPBYIO O4EPEAb ATAKYIOT TEX,
KTO MMEET MNPSMOE OTHOLLEHWE K AEHbIOM MAM MOXKET MOMOHb
NoAOBPATHCH K TAKUM COTPYAHUKAM.

. Business Email Compromise (BEC-ataka) — ueAeBas KaMnaHms
KMbepnpecTynHMKos. LleAb TOKOM QTAKM — TMOAYYMTb AOCTYNn K
KOPMOPATMBHOM  YY4ETHOM 3AMNMUCU  DAESKTPOHHOM  MOYTbI,  HTOOBI
OBMAHYTb MOAYHATEAEM MUCEM, MUCTOAb3YS MPUEMbI COLMAABHOM
MHXEHEePUU. Ha CeroaHs 310 CaMas AEMCTBEHHAS M CaMas 4acTas
ATAKA B KOPMOPATUBHOM CEIrMEHTE.

. 30LWLUTBI OT MPUEMOB COLMAABHOM UHXEHEepPUU HeT! HyxXHO
NOCTOAHHO COXPAHATh BAUTEABHOCTD.

NPU YAAAEHHOW PABOTE U B KOMAHAUPOBKAX

. becnAaTtHbI MHTEPHET — 3TO BECMNAATHbLIN CbIP B MbILLIEAOBKE.
O BO3MOXHOCTU HE UCTMOAb3YHTE ero!

. ECAM 3TO HEBO3MOXHO, TO 0B93aTEABHO MCNOAB3YMTE VPN. 310
TEXHOAOTMS OblAQ CO3AGQHQ, 4TOOBI BeszonacHo paborats yYepes
HeBE30MACHbIM KAHAA CBA3M.

. He oBMmeHuBaMTECH BAXHOM MHAPOPMALMEM B OTKPLITOM
BMAE. AN OBMeHa co3aaBamTe XOTa Bbl 3QNAPOAEHHBIE APXMBBI.

. BOABLLMHCTBO yTE4EeK AQHHbIX MPOUCXOAST MU3-3Q TOTO, YTO Bbl HE
3HaeTe, KaK paboTtaer TEeXHOAOTUA/CepBMC. Y3HABAMTE U  He
TOPOMUTECH YCTAOHOBAMBATL ACXKE MPOBEPEHHLIE MPUAOXKEHMS,
MNAQIUHbBI M T.10.

NMPU PABOTE U3 AOMA

. Crapamtecb He CMmeLlumBath paboTy M AMYHYKO  XKM3Hb.
PasaeAsrte AMYHBIE U KOPMOPATUBHBLIE: YYETHBIE 3AMUCH, MAPOAM,
YCTPOMUCTBA.

. ECAM Bbl BbIHY>XAEHbI PABOTATL C AOMALLHETO KOMMbIOTEPA,
crnepea No3aboTeTeECH O €ro 6€30NACHOCTU. YCTAHOBUTE NMOCAEAHUE
OBHOBAEHMSA AAS OMEPALMOHHOM CUCTEMbI U AHTUBMPYCA.

. MMOMHUTE, 4YTO MHJOOPMALMS NEepeAaércs no uenodke.
MNoatomy paboTas 13 AOMJ, CHUTAMUTE, YTO Bbl B KOMOHAMPOBKE WU
NPUMEHSMTE BCE NPABMAQ U3 MPEABIAYLLIETO PA3AEAQ.




AKIIMMOHEPHOE OBIIECTBO
HAIITMOHAJIbHBIY BAHK CBEPEXKEHU U

BEPETUTE CBOIO YHUKAALHOCTD!

NepCOHAABHbIE AQHHBIE MPEACTABASIOT COBOM MHDOPMAUUIO O
KOHKPETHOM 4YeAOBEKE. DTO T€ ACGHHbLIE, KOTOPbLIE MO3BOAAOT HOM
Y3HQTb 4YEAOBEKO B TOAME, MAEHTUAOMUMPOBATL M OMPEAEAMTH KAK
KOHKPETHYIO  AMYHOCTb. TAKMX  UMAEHTUAOUUMPYIOLLMX  ACHHBIX
OFPOMHOE MHOXECTBO, K HUM OTHOCATCS:

haMUAUS, UMA, OTHECTBO,
AQTA POXAEHMS,
MECTO POXAEHMUS,
MECTO XUTEAbCTEQ,
Homep TeAaedoHa;
aApecC 3AeKTPOHHOMW NOYTHI;
doTorpadcous;
BO3PACT U Np.

KAK 3ALLUTUTD NEPCOHAADBHBIE AAHHbIE:

1. OrpaHuibte 06bem MHDOPMaUMKM O cebe, HOXOAALLEWCS B
UHTEepHEeTe. YAOAUTE AULLHME dOOTOrpadPuM, BMAEO, dAApecaq,
HOMEPQA TEAEDOHOB, AQTY POXAEHMUS, CBEAEHMS O POAHBIX M BAM3KIMX
M MHYIO AMHHYIO MHCDOPAMALMIO.

2. He oTnpasasute BMAEO U CPOTOrpadomm AIOASIM, C KOTOPBIMMU Bbl
NO3HAOKOMMAUCH B MIHTEPHETE M HE 3HAETE MX B PEAABHOM XXM3HU.

3. OTNpaBAds KOMY-AMOO CBOM MNEPCOHAAbHbIE ACGHHbIE  WAMU
KOHOOUAEHUMAABHYIO MHAOOPMALMIO, YEEeAUTECH B TOM, 4TO aapecar
ASNCTBUTEABHO TOT, 30 KOro cebs BblAQET.

4. NCNOAB3yMTE TOABKO CAOXHbIE MAPOAM, PA3HLIE AAS PA3HBIX
Y4EeTHbIX 3anmcem 1 CepPBUCOB.

5. CrapamnTtech NEpPUOAMYECKM MEHATE MAPOAM.

6. 3aseaute cebe ABO OAPECA IAEKTPOHHOM MOYThI - YOCTHBIM, AAS
nepenucku (KOTOPbIM Bbl HUKOTAQ He NyBAmkyeTe B 0BLLEAOCTYNHbIX
UCTOYHUKOX), U NYBAUYHBIM AAS OTKPBLITOM AEATEABHOCTU (GOOPYMOB,
4OTOB M TAK ACAEE).

KAK OBLLATbCSH B CETU

1. CrapanTtech HE BbIKACAbLIBATb B MHTEPHET AUMYHYIO MHCDOPMALIMIO
(dootorpadcoum, Buaeo, PHUO, AATY POXKAEHMSA, AAPEC AOMA, Y4EDDI,
TEAEdOOHbI M UHbIE AQHHbBIE) MAM CYLLLECTBEHHO COKpATMUTE OBbeEM
ACQHHBIX, KOTOPblEe NyOAUKYyeTe B UHTEpHETE.

2. He BbIKAOGABIBAMTE  AMMHYIO  MHAOOPMALMIO  (COBMECTHbIE
doOoTOrPAdOUM, BUAEO, MHbIE ACHHBIE) O BALLUMX APY3bAX B MHTEPHET
6e3 ux paspelleHus. MNpexae 4em PAaIMeCTUTb MHADOPMALMIO O
APY3bsix B CEeTH, y3HOMTE, HE BO3PQXKAIOT AW OHM, YTOObI Bbl BbIAOXKMAM
ACHHbIE.

3. He oTnpaBAsite CBOM MEPCOHAAbHLIE ACQHHbLIE, O TAKXE CBOM
BUAEO U CDOTO AIOAAM, C KOTOPbLIMM Bbl MO3HAKOMUMAMCH B MHTEPHETE,
Tem BOAEE €CAM Bbl HE 3HAETE MUX B PEAABHOM XXM3HM.

4, Npn OBLWEHMMU C ARYITMMM MOAb3IOBATEAIMM CTAPAMUTECH ObITb
BEXKAMBLIMM, AEAMKATHBIMM, TOKTUHHBIMM U APYXEAIOOHbBIMK. He
numTe rpybocTter, OCKOPDAEHMM, HE WCMOAb3YUTE HELE3YPHYIO
AEKCUKY — YUTOTb TAKME BbICKA3bIBAHUA TAK XXE HEMNPUATHO, KAK U
CAbILLIOTb.

5. CtapanteCb He pearpoBars HA OBUAHBIE KOMMEHTAPUM,
XOMCTBO M TrPyBOCTh APYIMX MOAb3OBATEAEN. BCeraa nbiTaMTeCh
YAQAMTE KOHCDAMKTBI MUPHBIM MYTEM, NEPEBEAUTE BCE B LLIYTKY MAMU
npekpammre obLleHne C ArpeCcCUBHbBIMM MOAb3OBATEAIMM. HU B
KOEM CAYy4aEe HE OTBEYOMTE HA ArpPEeCCUIO TEM XeE CNOCOBOM.

6. ECAM peLumTtb NPoBAEMY MUPHBIM MYTEM HE YAQAOCH, HAMULUUTE
XKAAODY AAMMHUCTPATOPY CauTd, notpedbynte 3a6A0KMPOBATH
obumavmKAa.

7. ECAM  OAMMUHUCTPATOP COAMTA  OTKA3OACA BAM  MOMOMb,
NPEeKpPaTMTE NOAL3OBATLCH TAKMM PECYPCOM U YAQAUTE OTTYAQ CBOM
ACHHbIE.

8. He ucnoab3symnte Cetb AAS PACMPOCTRAHEHMA CMNAETEH, YIPO3 UAMU
XYAUTQHCTBA.




AKIIMMOHEPHOE OBIIECTBO
HAIITMOHAJIbHBIY BAHK CBEPEXKEHU U

MPABUAbHbIA MAPOAb, 3TO 3ALLLUTAL

HaaeXHbiM NApoAb — 3TO TAQBHbIM Oapbep, KOTOPbIM mMmeLuaet
B3AOMOTbL OOAbLLUMHCTBO BALUMX CKKOYHTOB B Ce€TU. ECAM Bbl He
NOAb3YETECH COBPEMEHHBIMU METOAMKAMM CO3AQHUA NMAPOAEMN, TO
BMOAHE BO3MOXHO, 4YTO MOLLUEHHMKM CMOryT noaobpartb umx
OYKBAABHO 30 HECKOABKO 4OCOB. YT06bI HE NoaBEpPrats cebs pUcky
KPOXM AQHHBIX M HE CTATb XXEPTBOM BbIMOIATEALCTBA, BAM HY>XHO
CO3AQBATL MAPOAM, KOTOPLIE MOTYT TMPOTUBOCTOATE  YCUAMSM
XOKEPOB, BOOPY>XXEHHbLIX COBPEMEHHbLIMM CPEACTBOMM B3IAOMA.

KAK CO3AATb HAAEXHBIA NAPOAb:

1. MNocTapantecb CO3AQTb MAPOAb AAMHOM KAK MMHUMMYM 10-12
CUMBOAOB, O AYYLLIE AAMHHEE.

2. U3beraute NpoCTbiX MOCAEAOBATEABHOCTEN ((12345), «qwertyn) —
TAKME MNAPOAM NMOADUPAIOTCA 3a CYUTAHBIE CEeKyHAbl. 10 TOM Xe
npuirHe niberamre pacnpPoCTRAHEHHbLIX CAOB («password1y).

3. 3arAcBHbIE M CTPOYHbIE ©YKBbl, CUMMBOAbI, LMAOPbI — BCEM UM
HOMAETCS AOCTOMHOE MECTO B BALLEM napoAe. Yem BoabLue B
NAPOAE PA3HOTUMHBIX CUMBOAOB, TEM OH MEHEE NPEACKA3YEM.

4, KoaoBble dopa3bl HOAEXHEE, €eCAM CAOBA B HWX MWAYT B
HEOXMACQHHOM MnopsAke. AQXE €CAM Bbl UCMNOAb3yeTe OObl4HbIE
CAOBQ, Bepute TaKME, KOTOPbIE HEe CBA3OHbI APYr C APYrom no
CMBICAY, U POACCTABAMTE MX HEAOTMYHBIM OBPA30OM. DTO MOMOXET
NPOTUBOCTOATL CAOBAPHOMY NOADOPY.

5. CocrasagrTte NApOAb TAK, YTOObI OH BbIA MOHATEH BAM, HO TRYAEH
AAS MALLMHHOTO noabopa. Aaxe CAydamHble HaBOpPbl CUMBOAOB
MOXHO 3CGNOMHMUTL, €CAM OHM XOTb CKOABKO-HMOYAb YUTAEMBI,
TAKkKe BAQroAaps MbILLEYHOM NAMATM. HO BOT NAPOAbL, KOTORLIM HE
NYCTUT B BALL OKKAYHT ACXKE BAC CaMMX, BecnoaeseH.

6. [NoBTOPHOE MCNOAb3OBOHME NApOAEM MOXKET
CKOMMNPOMETUPOBATL CPA3Y HECKOABKO OKKAYHTOB. KQXXAbIM NAPOAb
AOAXEH BblITb YHUKOABHbIM.

7. MCnoAb3ymte NapoAb 13 ByKBEHHbIX CAOB, B KOTOPbLIX NEPBbLIE ABE
OYKBbl 3AMEHAOTCH LMADPAMM U CUMBOACMM, BBIFTATAUT ITO TAK: (24
en#2Ka2 6LL0N BMECTO (YAEHPYKAAMLLON.

KAK NOAb3OBATbCSl DAEKTPOHHOU NOYTOU

BE3OMNACHOCTb:

1. CO3AQBAMTE PA3HbLIE AKKAYHTbl SAEKTPOHHOM MOYThI NOA PA3HbIE
30AQ4M.

2. MCNOAb3yHTE CAOXHbLIE MAPOAM.

3. Ucnoab3ymte LUMCPPOBAHME MPU MOAYYEHUM U OTNPCBKE.

4, McCnoAb3ymrTe ABYXADAKTORHYIO CBTOPU3ALMIO.

5. He OTKpbIBAMTE MUCBMA OT HEM3BECTHbLIX BOM OTNPOBUTEAEM.

6. He OTKpbIBAMTE BAOXKEHHbIE OAMAbBI BE3 YyBEPEHHOCTM B WX
COAEPXKAHUM.

7. VCNOAb3yHTE NMPOrPAMMBI MO 30LUMTE OT BRPEAOHOCHOIO KOAQ,
NPOBEPAOLLIME NOYTOBLIE COOBLLIEHMS.

8. MNocTodHHO  OBHOBAAMTE  MPOrPAMMbBI MO 3dWMTE  OT
BPEAOHOCHOIO KOAQ.

9. Bbyabte BAUTEAbBHDI.

KAK O9PPEKTUBHO OBPABATbIBATb 3AEKTPOHHYIO
NMOMTY, HTOBbl HUMETO HE NOTEPAAOCKH:

1. B nanke Bxoasdlipe He AOAXKHO OblTb mucem! DT1a nNanka AAs
NepPBOHAYAALHOM COPTUPOBKM.

2. N3 atoM nankn CIMNAM yAQASeTcs, d HOPMOAbHbIE MUCbMA
NnepeKAaAbIBAOTCS B NAnNKy «B paboren nan «OTpaboTaHHbIe).

3. Manka «B paboten He AOAXHA CoAepXaTb Boaee 25 nucem,
MHQOYE B DTOM NOTOM 30BAASETCS YTO-HMBYAb BAXKHOE.

4. Nanok «B paboten moxer Obitb MHOro. MoxHO pasbuts no
TeMam nanku B Pabore.

5. O1pabOoTAHHbBIE COAEPXKMT MUCbMA, HE TpebyloLmMe OTBETA MAU
NMMCbMA, HA KoTopble GblIA AQH OTBET. OnfATb Xe, MOXEeT OblITb,
HECKOABKO NOAOBHLIX MAMNOK N0 TEMAM.

6. OTNPOBAEHHbBIE MMCbMA COPTURYIOTCH MO TAKOMY XE MPUHLMMY.




AKIIMMOHEPHOE OBIIECTBO
HAIITMOHAJIbHBIY BAHK CBEPEXKEHU U

OCTOPOXHO! TEAEPOHHbIE MOLUEHHUKU!

HecmoTtps HO NPUHUMAEMBIE MPABOOXPAHMUTEABHBIMU OPICHOMM
MEDPBI, AMCTCHLMOHHbIE XMLLLEHMS o UCMOAb3OBOHUEM
MHAOOPMALIMOHHO - TEAEKOMMYHUKALUMOHHBIX  TEXHOAOTMM
CTPEMUTEABHO HABUPAIOT CHUAY.

MOLLUEHHUMKM YMEAO UCMOABL3YIOT BCIO AOCTYMHYIO MHAOOPMALMIO U
COBPEMEHHBIE TEXHOAOIMM, PA3BUPAIOTCA B MNCUXOAOTMM  AIOAEN,
BbIHY>KAQIS >KEPTBY PACKPLIBATL BCO MHADOpMmaAumio © cebe anbo
COBEPLUATE T€ MAM UHbIE AEMCTBMA, MCMNOAB3YIOT YEAOBEYECKME
CAOBOCTM  (CTAXKATEABCTBO, OAYHOCTb), HYYyBCTBA (COCTPOAQHME,
0BEeCnoKOEHHOCTh 30 OAM3IKMX, >XXOAOCTb) B CBOMX KOPbICTHbIX
UHTEPECaX.

OBLMUE NMPABUAA BE3SONMACHOCTU MNMPU TEAEPOHHbIX
NMEPETOBOPAX, KOTOPbIE HAAO NPUMEHATb BCETAA:

Crapamtech HE NPUHMMATL 3BOHKM OT HEM3BECTHbLIX ADOHEHTOB;

MNpoBepsarTe CBOU KOHTAKTbI B TEAECDOHE;

ECAM COMHEBOETECH NPEKPATUTE PA3FOBOP U MOAOXKMTE TPYOKY.

HUKOrAG 1 HUKOMY HE coobLLamnTeE:

. PEKBU3NTLI BALLMX AOKYMeHTOB (nacnopt, CHUAC, MHH m
Ap.);

. AQHHbIE BaLLEN BAHKOBCKOM KAPThI;

. KOAbI, MOAYYEHHbIE Yepe3 SMS;

. OAPECA MECTA XMTEALCTBA, PABOTHI, Y4ebbI U AP.
5. He nepexoaute no ccbhiaAkam, QR KOAQM, MOAYYEHHbBIM Yepes
SMS, eCAM Bbl TOYHO B HMX HE YBEPEHHDbI.
6. He cosepLuamTe HUKOKUX AEMCTBUM MO MHCTPYKLMAM 3BOHSLLLETO.
7. Aeunctsymre o6AYMAHHO, HE TOPOMAMBO.

KAK PACIMNO3HATb TEAEPOHHbIX MOLUEHHUKOB
1. 3BOHSALLUNA C HEM3BECTHOrO HOMEpd NPeACTABASeTCS:

. COTPYAHMKOM baHKQ;

. COTPYAHMKOM MPCUBOOXPAHUTEABHbLIX OPIOHOB;

. COTPYAHMKOM COLUMAABHBIX CAYXO;

. COTPYAHMKOM  TOCYACQPCTBEHHBIX M MYHMUMMNOABHbIX
YHREXAEHWHA.

2. 3BOHALUMUK C HEM3BECTHOrO HOMEpPa NPeAAaraeT Bam:

. NPMUHATL Y4ACTUE B PACCAEAOBAHMU U HUKOMY OB 3TOM He
coobLiars;

. COOBLLMTE MHADOPMALMIO O BALLIMX AOKYMEHTAX, AAPECOX,
PEKBMIUTAX OAHKOBCKMX KAPT, HOMEPOX CYETOB, KOAQX M3
MOAYYEHHBbIX SMS;

. NnepeBeCcTU BALLM CPEACTBA HAO HOAEXHbIM CHET;

. Pa3BAOKMPOBATL, 30OAOKMPOBATL BALLY KAPTY;

. NPMUHATE MHADOPMALMIO O HECHOCTHBIX CAY4QSX C BALLIMAMM
POACTBEHHUKOMM, 3HOKOMBIMM, KOAAETAMU NO paboTe.

3. 3BOHSALLUN C HEU3BECTHOroO HOMepa:

. UCMOAb3YET CNEUMAABHYIO TEPMUHOAOTMUIO;

. TOPOMUT, CO3ACEeT 3AMAEKT NAHUKM, MNOATAAKMBAET K
ObICTDbIM AEHUCTBUAM,;

. BbIMOHMBOET BALLM AUYHBIE AQHHBIE M CBEAEHMS;

. CCbIAQETCS HA 3AKOHbI, HO HOPMATMBHBLIE AOKYMEHTI;

. YIPOXAOT NOTEPEM AEHET.

4. MOLUEHHMKU MCMOAbL3YIOT HALIM CAABOCTU. CTPAX, XXUAHOCTD,
HEeBHMMATEABHOCTb M HEKOMMNETEeHTHOCTh.




AKIIMMOHEPHOE OBIIECTBO
HAIITMOHAJIbHBIY BAHK CBEPEXKEHU U

KTO TAKHUE APOMMEPbI

Aponnep MAM APOM - 3TO YEAOBEK, KOTOPbLIM BOABHO MAM HEBOALHO
OKQ3bIBAET YCAYTM MOLUEHHUKAM. MMEHHO HOa KApTbl APOMMNEepos
ODMOHYTLIE  AIOAM TMEPEBOAIT CPREACTBA HA TOK HA3bIBAEMbIE
«be3onacHble cyetan. AQAbLLIE 3TU AEHLIM MPOXOAAT YEPEe3 LLenoyKy
NepeBOAOB U BMOCAEACTBMM OBHAAMYMBAIOTCS. K ApONNepam OTHOCHT
TeX, KTO CHUMAET AEHBIM C YYXXMX KAPT B OAHKOMATOX U TeX, KTO
nepeAaeT CBOM KAPTbl  CKYMLUMKAM. TaKylo «paboTy»  AOryT
NPEAAQraTh CTYAEHTAM, HYXXACIOLLMMCH TPCXKAQHOM, COLMAABHO
HEOAQrOMOAYYHBIM  AIOASIM M ACDKE  LLIKOABHUKOM, Y  KOTOPbIX
DAHKOBCKME KAPTbI MOTYT MOABASTLCS C 14 AT C COrAQCUS POAUTEAEM.
[MPUBAEKAIOT UX AETKUMM 3APADOTKAMM MPU MUHUMYME YCUAMI. [pu
3TOM HYEAOBEK MOXET ACXKE HE MOAO3PEBATb, YTO €r0 BOBAEKAMU B
NPECTYIMNHYIO CXEMY.

HTO AEAAIOT APOINMEPDI

Ha aponnepos oopMAAIOTCS BAHKOBCKME KAPTbl (APOM-KAPTHI),
4epe3 KOTopble TEAEOOHHbLIE MOLLEHHUKM MEPEBOAAT, 3ATEM
OBHAAMUYMBAIOT YKPOAEHHbLIE C APYIMX BAHKOBCKMX KAPT CPEACTBA.
AaAee AEHbMM 3AYUCAIIOTCS HO APYIOM «NAQCTUK) MAM Xe 4epes
CrneLucepBUChl KOHBEPTUPYIOTCSA B KPUMNTOBAAKOTY. DTO MOIYT AEAQTb
KOK COMM APOMNEPbI, TAK U MX «XO39€BQM.

Tak >Xe Aponepbl NPEAOCTABASIOT AOCTYN MOLLEHHUMKOM K CBOEMY
AMYHOMY KABUMHETY B baHke, MOBUABHOMY MPUAOKEHMUIO. 3A yHaCTHE
B COMHAHCOBOM adhepe APOMN MOAY4YAET NPOLEHT OT OOHOAMYEHHOM
CYMMDbI.

Yauwe Bcero 6biThb AponnepamivM COraAaLualoTCA:

CTYAEHTbI;
MUIPAHTbI M3 AEPEBEHb, MAAEHBKMUX TOPOAOB;
MMMUIPAHTbI M3 SKOHOMMYECKM HEPA3BUTLIX CTPAH;
APYTME YA3BUMbIE CAOM HACEAEHMS (CUPOTb, MHOTOAETHBIE
cembu, 6e3paboTHbie).

KAK NMOHATb, YTO YEAOBEKY MPEAAATAIOT CTATb
APOINMEPOM?

MNpeaAoXxeHns MOryT OblTb CaMble PasHble: MOA BMAOM OQHKOSB,
KOTOPbIM HYXHO BbIMOAHWUTE (MAQH MO MPOACKAM), MPEAAAraioT
AIOAIM OCPOPMUTE AIOBYIO KAPTY U MEPEAQTh €€ HEKMM AMLLOM 3
BO3HArPOXAEHWME — Hanpumep, 3a 3 TeiC. pybaen. 3arem
BKAIOYOETCH CETEBOM MAPKETUHT: MPUBEAN APYTA C KAPTOM U MOAYHM
eule 2 tbic. pybaen. TakMm Cnocobom AT MACCOBO BTATMBAIOTCA B
APOMMNEPCTBO. B HEKOTOPbIX CAY4OsSX MOAPOCTOK COUIMHECKM He
nepeAceT MOLLEHHUKY (MAQCTUKY, A MPEAOCTABASET EMY PEKBU3UTDI
KAPTbl M KOAbI AOCTYNQA K OHAQMH-OAHKUHTY.

ELLe OAMH M3 BOPUAHTOB MPUBAEHEHUS - LLUKOABHUKOM MAM CTYAEHTOM
NPEeAAQraioT «TPYAOYCTPOMUCTBON. OblTb AAMMHUCTPATOPOM AOTEPEMN
1 AKOObI OTNPABAATL BbIUIPbILLI NTOBEAUTEAIM. HO COMOM AeAe KapTa
4YeAOBEKO MCMOAB3YETCH B CXEME BbIBOAC MOXMLLLEHHbIX AEHET, W OH
OKQA3bIBAETCA COYYACTHMKOM npecTyrnaeHus. CTOUT HOCTOPOXMTLCS,
€CAU NPeAAaraloT paboTy BHE 30BMCMMOCTM OT OBpPA30BAHMA U
OnbITA, €CAM 0BeLLLaoT BbICTPYIO U AETKYIO MPUObIAb, CBA3OHHYIO C
NMOAYHEHMEM AEHEr HA BALL CHET U MOCAEAYIOLLMM NMEPEBOAOM MO
PEKBU3UTAM.

NOCAEACTBUA AAS APONNEPOB

* [lpuBAEYEHUE K YrOAOBHOM 7 OAMMHUCTPATUBHOM
OTBETCTBEHHOCTM.

* [loncaaHne B ©OC3bl AHTUAPPOA-CUCTEM, HTO 3HAYUTEABHO
COKPATUT BALUKM BO3MOXHOCTU MO MCMNOAb3OBAHUIO OAHKOBCKMX
NPOAYKTOB.

* BoBAeyeHWE B KDMMUHAABHbBIE CTPYKTYPbI.




AKIIMMOHEPHOE OBIIECTBO
HAIITMOHAJIbHBIY BAHK CBEPEXKEHU U

PEKOMEHAAL WU

AAS KAMEHTOB AO BAHK HEC MO UCNOAB3OBAHUIO NOYTOBbIX CEPBUCOB,
AOMEHHOE UM$A KOTOPbIX MPUHAAAEXMUT
HEAPY)XECTBEHHbIM POCCUNCKON PEAEPALUU TOCYAAPCTBAM

B YCAOBMAX CAOXMBLUEMCS OOCTAOHOBKM, QHOAM3 CBEAEHMK OO
yrposax  6e30nacHOCTM  MHADOPMAUMKM  MOKA3bIBAET,  YTO
30pYDOEXHbIMU  XAKEPCKMMM  TPYMNMUPOBKAMM  OCYLLLECTBASIOTCS
LLEAEBbIE KOMIMBIOTEPHbBIE U COULLIMHIOBLIE ATAKM C MCMOAB3OBOHMEM
CepBMCOB OOPATHOM CBA3M OBPALLLEHMM TPOXKAQH MOCPEACTBOM
DAEKTPOHHOM NOYTbl U POPM OBPATHOM CBA3M OCPULIMAABHBIX CAMTOB
OPraHoB (OPraHU3aLum).

B ueAdX npeAOTBPALLEHUS PEAAM3ALMM Yrpo3 Be30nacHOCTU
MHAOOPMALMM, CBI3AHHbBIX C YKA3OHHOM AEATEABHOCTBIO XOKEPCKMX
rpynnUMPOBOK, PEKOMEHAYEM:

1. Ucnoab3oBaATh AAd B3aumoaerctelgs ¢ AO BAHK HBEC noytosbie
CEPBMCbl, AOMEHHOE MMS KOTOPbLIX MPUHAAAEXKMT APYKECTBEHHbBIM
Poccunmnckomn Peaepaum roCyAGpPCTBAM.

2. He MCNOAb30OBATL  MOYTOBbIE  CEPBUCHI  MHOCTPAHHBLIX U
POCCHUNCKUX OPTaHU3ALMA, MMEIOLLIMX e-mail B AKKOOM 13 AOMEHOB,
npuHaaAexarmx CLUA mam ctpaHam EBponenckoro cotsa:

*@*.li, *@*.com, *@*.us, *@*.net, *@*.org, *@*.gov, *@*.mil, *@*.gb,
*@*.uk, *@*.at, *@*.be, *@*.bg, *@*.hu, *@*.de, *@*.dk, *@*.ie, *@*.es,
*@*.it, *@*.cy, *@*.lv, *@*.It, *@*.lu, *@*.mt, *@*.nl, *@*.pl, *@*.pt, *@*.ro,
*@*.sk, *@*si, *@*fi, *@*.fr, *@*.hr, *@*.cz, *@*se, *@*.ee, *@*.uq,
*@*.ch.

3. MNepeyeHb WHOCTPAHHBIX  FOCYAQPCTB M TeppUTOPUH,
COBEpPLUAIOLUMX B OTHOLWIEHuHM  Poccumckom — Peaepdaumu,
POCCUNCKMX IOPUANHECKMX AU, U domsmyeckmx AU,
HEAPYXECTBEHHbIE  ASMCTBUS  YTBEPXAEH PACNOPHKEHUEM
MpasuteAbcTBa Poccumnckon Peaepaumm or 5 mapta 2022 r. Ne
430-p «O6 yTBEPXAEHMM NEPEYHA MHOCTPAHHbLIX TOCYACPCTB W
TEPPUTOPUM, COBEPLUAIOLLIMX HEAPYXECTBEHHbIE AEMUCTBUS B
OTHOLUEHMM POCCUmMcKkom Pesepaumm, POCCHUUCKMX IOPUAUYECKMX M
AOUINYECKMX AULL).

4, C MHAbopMaAUMEH 06  YCTOHOBAEHHbIX  OTFPAHMYEHMSX
MHOCTPOHHbLIX IP-OAPECOB (AOMEHOB), MOXHO O3HOKOMMTBCS HA
CAMTAX:

- IPdeny (hitps://www.ipdeny.com/ipblocks/),

- MaxMind (https://www.maxmind.com/).
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